
Malicious Extension Targets Chromium-Based Web Browsers, Steals 
Data

Extension continues to pose a threat.

Actor:

Unknown

Actor Aliases:

N/A

Target Geographies:

All

Target Sectors:

All

Attack Motivation:

Financial

Overview

Symantec’s Threat Hunter Team has observed an increase in attempts to install a malicious extension targeting Chromium-based web browsers including 
Google Chrome, Microsoft Edge, Brave, and Opera. 

The browser extension can collect clipboard data, browser history, and information related to Google Pay and Facebook balance, as well as take 
screenshots and open web pages. A r  and other information; however, it has eported feature of the browser extension is the ability to steal cryptocurrency
the potential to update its functionality, making it a significant threat.

Previous research documenting the extension observed it being delivered by various malware loaders. However, the infection chain seen by Symantec 
begins with a download link hosted on Google Drive or MediaFire. The download link may be distributed via online advertisements or, as suggested by 
other researchers, fake software portals; however, Symantec has not seen evidence to support this. 

The link downloads a ZIP file named x64_x32_installer.zip, which contains an MSI installer. The installer drops a legitimate benign file and a malicious 
DLL. The malicious DLL is sideloaded via the legitimate file, facilitating the installation of the malicious browser extension.
  
While both and  previously documented the extension, Symantec continues to block significant infection attempts. This threat alert Kaspersky Trellix
provides indicators of compromise (IOCs) related to recent activity associated with this threat.  

Tools Used:

Malicious Browser Extension: Used to steal sensitive information such as clipboard data, browser history, and cryptocurrencies. 

Indicators of Compromise

SOC analysts should review this alert and hunt on their network for associated indicators of compromise (IOCs). Their presence may indicate a 
cyberattack in preparation. If an IOC is malicious and the file available to us, Symantec Endpoint products will detect and block that file. If you discover any 
other unknown or unavailable files while hunting, you can .submit them to Symantec for analysis

Symantec products will detect and alert against the behaviors and techniques detailed in this alert. For guidance on how to use Symantec Endpoint 
Security Complete for Threat Hunting, . please review this document

https://securelist.com/satacom-delivers-cryptocurrency-stealing-browser-extension/109807/
https://www.trellix.com/blogs/research/genesis-market-no-longer-feeds-the-evil-cookie-monster/
https://symsubmit.symantec.com/
https://techdocs.broadcom.com/content/dam/broadcom/techdocs/us/en/dita/symantec-security-software/endpoint-security-and-management/endpoint-security/generated-pdfs/EDR_Threat_Hunting_Guide.pdf


SHA256 file hash: 1d131f8d2f81bb0ad7a4c7d19fe37aae193bfdebc4743513705ed362a2f80809
 Description: Malicious Browser Extension
 libgcrypt-20.dllFile name(s):

 2024-04-19Last seen:

SHA256 file hash: 3ccdf9f3ec6b5635897cb2b5c846ac6eb12255b013bc0958edf5223d2ba69809
 Malicious Browser ExtensionDescription:
 setup.msiFile name(s):

 2024-04-19Last seen:

SHA256 file hash: 6519bbcfe32e82425acfca05f4925ca1c4ad6ab21b628ac8be4cd8dedf09d35d
 Malicious Browser ExtensionDescription:
 setup.msiFile name(s):

 2024-04-18Last seen:

SHA256 file hash: 69b9ccff3ca0c56eb279af7038d2a0de4f243fd34adb87fe977be3279b547fcf
 Malicious Browser ExtensionDescription:
 libgcrypt-20.dllFile name(s):

 2024-04-17Last seen:

SHA256 file hash: 81bce3fce580293422cf15c659625e9e5dd81e54f851fbad39633cf2b5f45b30
 Malicious Browser ExtensionDescription:
 1450567.msi, setup.msiFile name(s):

 2024-04-26Last seen:

SHA256 file hash: a4250c0fc5aaa8dbd901027782eac7283408e6f6e930e3c407cf247f35395be8
 Malicious Browser ExtensionDescription:
 libgcrypt-20.dllFile name(s):

 2024-04-23Last seen:

 UnavailableSHA256 file hash:
 Malicious Browser ExtensionDescription:
 gpg.exe, msiexec.exeFile name(s):

 2024-04-23Last seen:
Process lineage(s):

msiexec.exe <= services.exe <= wininit.exe

Command(s):

"CSIDL_PROFILE\appdata\roaming\publub\duvapp\gpg.exe"
"CSIDL_SYSTEM\msiexec.exe" /i "CSIDL_PROFILE\downloads\hollow\setup.msi"

SHA256 file hash(es):
4613c5f1afca28e5b79c237c7c325224bbab54018967e4443a5967c0ed76537ea259aef0d209a145970c2ea5427c0f8ae3439e5d685cda551ab721fe268a1e93f630fe800d147e730e091bf90139f2878c131a86091039a5ffa0f875bffea7ec
29cccf739d01957831e95964f3770f14eb250f4f41731e78310b0c76f5e9cb4b
0055457e5f15543e20e2541b023a690bee6ea3edbec59f8583f77b06a43f9ea5
917693fd195bc752c87bd0aa71db0b5185ddda0912410f360b278c1e3557cd0c
568a9806346fee5c3a1f60f2af98fa638b504d5ff0fdfee4e1b5af136ef2e678
3b2de063815b00630fa0b744df92ef89e90ef1eb3e7fec03938065f5e78f02b9
32af161b7dbd3e76d8cf65502729f757c3bb1f1e612b7e6eac099ad0b76e89a7
0332703570be94ea5020c996a760ee93ded52202375e3b8b05fc40ec674b3bbc
587d9f558328a7307889e5c13a015128300943f4b39235035595baa89b5285c8
c2333ce51b1e579311774c3e9f23984224ccbe67e482b29361c52e1fa5336323
a572565c76244bb2005c63fb72454fbc979f7c8c4a52ef39a556f26e7f6b1c89
8139195543407f5593f93ed06da09c2ab4b44f4ee4ccb38a09d6ffa1e5f75562
14cab9c0a168938e6dbbccab14ea2ede497bb54167da8411b2312a28574a9eac
f553957249ea48fee2cd21cbfd63696f1e57e8cbfaac08355484575d8231deb2
082ba96647b4db01a75cfb62aba63d4772f0afaf8af081dae693b21bad2bb4db
18887f25ff65cd04b6a32fc699cdbcc08a9b61a4e418340c28546f196c6582e4
1cf676ecacbff2112f7deacd241b1cd17a4bade864759c92f9af6e7d5d79394c
cd0867bb65429e57702642b421cd7fe79111d9052b10e0235f16ca25ef8ec244
872416d55eb6653c30b11862cee4153ef2e602a8872563153392f5212e9e1339
c0e60bc0af48311587959029a9587ec0c910ff911f48e42f33a6f4c9871e92fa
1fc8ef32a0ab1c9888b0a3686303f0aa304ad28fa760e029ee5947ea0e7016ed
046c62e74ba02bdbf9fd79e96dbeec332f4acd0d854b8d3c4a0fc15aa742de42
57474b16e59a280e334a2dcea606f7396682f0f2a46a89374847d5137b8a43a5
c57ce2d14ef3eaf85a7a2125b10c0286a300841df005df5f09de7a1e6eea30fd
c093701da77637b82e2b1006ef6cee04bab3a5a5583d06bba592f391e4a177ca
7a8fd3ecafebbecbc310e2a6fa3ba754ed5146848caa8b71694a332f9e718fb2
bb4772573d82935b2832ef7a0e8b45a8fbefd8c033fd86b66975306ada0905f8
7d2289380c3143105a97401fd3a422d1fab21e3450d5ff0860ca37f8d3f9db71
2638fc925925f90b83a1a8ec58a9e9cd7ac753c4339da1a6b4d24bb47c246214
1d131f8d2f81bb0ad7a4c7d19fe37aae193bfdebc4743513705ed362a2f80809
8d9315811f779d0a99b7824285527c84ccda8b3bd867ae536cf85ed407843875
54b2f30bf59b0eea233eeef60aa5888de354ebf8510223e84a8391a9790f2de9
8cb4197695fdb032515b328878191266c96d4a331e4b5295aa2bd2fa272693a9
0c8943680cc505d0263a8169f8ca9dca3a35c463b1ef66a157bf1d70958a82fb
575bfce5df8d441e4f83ffc3361cc5d2ec2b685bbbccc1ecdaeab31dad051184
354eedc7549f6ec49a5aac8910be4e07b30e4e52fd013cd3c6111fdbe9ebf0aa
0222030ac298695701f7d3b19f77124f7b5b233dd1d111e1d2b271cea0877356
53094df6fa4e57a3265ff04bc1e970c10bcdb3d4094ad6dd610c05b7a8b79e0f
43f83fed9504c94527e1a476486dc16dcd2af5d715052bf7fffaf6cf5d499ae3
e3622f40fe8cbb88460e32e769c33874fcbc8b106557576f004f743ad93d806b
aae62a452cd9f3bccc6724b2722029de2b1c768b66f26161de84d98ebd8c2f8d
d418d21d818628c26b903725b07b267e199e20db7735b88a70fe66e85fc5740b
e8d8a73496b4c16b54bd94024a24ffdfe12a573e5cf2c98335574c7ef6a495b6
f2f552a8792f27915f12b2e8905f4f6c4a43847baab56e7861e3e0245216855a
8eb732f831e227a6a3347d733a9b8503a8ff01e655903d5076dcd1aa8290bf7f
2756ddf9d81e0de4d3d624007b1c99f89ac55b576638a2435eb37bc42404b9dc
19e42f8ba3b2111189187955b512024ed5f4bc8dc04d434bdc5acb51f8e231e4
e7e18263e0ed055ef4279288f14c85a5a9a132a7c526852aa503b18b2b7c49d7
23503b36b772c8652d0182643bf8c521c29d46025ada2b51fff8b331f6335c93
23658b1959b97bd890e5c2df6807b90e2b3fa4ff7157644765b038e049249665
0c7e152f09bc24f1e9965030dc95315604b2186adcba404703316f594a0b18e6
e1f08934881c89f142a80b3b6bf786a37587a30497cb387c34e1d5fd34fb54f7
1c0d5ceb71230998a7dacdc2ab460b4c922287c35afad7e865fc39cd69b5c45d
ac2ed3208483f38f221eb5f9d37382247b98742b7222a09910bc9186ce29b183
f4c6941450b8a6c4d37a93695542d578171603a1bb1cb458980c8e5607ce9e4e
6dafb73abfb834524c4d036148c1c329e6ff5a98149bc0472ca9eeab97d36f14
ae27379105d970a334d3c2cbb306f7841dd1e03d32fe4b477aac47830b0cb0ee
499bc572b0481fd83f84b733706d490689de24cabea778336cabfb4913c5f3c3
704ab270ad388204a43e79c6b9ab61a0c4059d7f41b315587c6d1e54aab75249
34e568b78533b34e889c4e7897eb4f545bc9813ec99d4888dccb377384e19ebf
900dfb1242dd8db145aa1b1219105451b1a6bab76f02efb18836bed5b2924ed7
740f832fc6ad53abe0084f0b9a451e95be97703a938b3795a77aa02a3d73f052
fb268c6c878f5de23a35a1e2a65769ed9015f2bdada3678e0eeb79c20c247203
32f6fe9270f1b2e71f8372b898cbfc774a25f9ac63e15bf933d2e2df64843c46
45cced6e5616d13c97e987c6fe3338cabb2a25ea1155bca948a03242c0a9af26
3e669e9bd12dc4c6a7aa8dfa3e68b35bd20c98dd39614b0d82e6954b78fce825
33f0c07d1fda225e68733312248065f9aae0847f1568bce1f25e81cdcb498d58
0281e265757a0137d5d835949b1c329af87099f77f604d79dbd89f55f5212477
6bd3eb6216d049bdcbd1b862b22cf16f99abf8f32044146cd4bbe88420e4cc78
e91b5d03950d105094a153e30977b669c20b4adaa7ee99d255adbed3771a7c92
52df427561ad91ae3c2c2dfb14ff589d4499d75e8f04db9853113f388c1e3f8a
dacb96132be6a9fb67fb12caf78e804c8b1adaefcdc95ce0af0b046a22ae8b89
d61f5b6fdc7644eb7545ac95f87c4807ed129775f1c2a717a72fedb7cebb81d7
a12f227a6e1d1a454950ff08ec86588b0bdd324bfb9fe19af201e3abbcb95e43
a4dbac81363b36e949fdc0de73ac4eefa107ed82ff171c72d3c43848133c27c9
5ce86c4b0cd4f508f92a45ad4f75e7fc3ed253cb60674d8d29644b9d71530b94
c9b67ee81636856acdd3acff28d7aa1ff218abe8d69af0ba1af7fff7cf8f87ca
dd4951b09ad8dfb080f5b35262675c53a940af52d66e5e23ccc6421398d3e010
ecd9b738cbd3e69ad268d3ce7d770df94b56046c6a762e6de2ac66dfc0a46f7c



d40f2ec9da84f61d9d9456d94f80753fdd987f2310e0aebfcdf9817fad4c2441File name(s):

1450567.msi
5619a5ff.msi
87d44a6.msi
libgcrypt-20.dll
setup.msi
gpg.exe
msiexec.exe

Network indicator(s):

240220161925903.rfr.ejhp16[.]shop
wryrwhte[.]monster
2j[.]tel
240220162227903.rfr.ejhp16[.]shop
240220162530903.rfr.ejhp16[.]shop
ejhp16[.]shop
xui32[.]top
231129130728408.uac.ayw31[.]shop
burger1488[.]com
231129124653829.uac.ayw31[.]shop
karkarkar[.]com
240103180604903.nye.xui32[.]top
gachi-lane[.]com
devil-stars[.]com
checkass[.]monster
knock-knock[.]monster
don-die[.]com
thecurl[.]monster
curlhub[.]monster
go-vvv[.]com
good2-led[.]com
50barrels[.]com
raur94[.]com
s3n[.]lol
death1488[.]com
iigggkkl[.]monster
1blob[.]monster
t9z[.]lol
240103181837903.nye.xui32[.]top
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